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Meeting with Microsoft's Paul Cullen
Possible Topics for Discussion 

Roger Clarke
Notes of 30 July 2008


•	Credentica - Progress in the intervening 5-1/2 months

•	Reporting to HQ, e.g. Windows Genuine Advantage (WGA)
	and the associated issue of Hidden Data

•	Web Search and Online Ad Targeting

•	Software as Service
•	accessibility of data by Microsoft
•	accessibility of data by others
	(sub poena, warrant, self-issued warrant, warrantless demands)
•	customer rights after the fact

•	HealthVault

•	Patent on Privacy Policy Change Notificiation 

•	Pro-Privacy Law Policies of Bill Gates and/or Microsoft

•	An Extended Data Security Agenda
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Credentica

____________________________________________________________

Roger wrote on Sat, 8 Mar 2008 07:58:19 +1100:

Credentica is a crypto-based technology developed by Stefan Brands.

It enables secure digital tokens to be produced that can attest to an attribute of an electronic persona without disclosing the associated identifier.

Put another way, it's the only current mechanism for implementing effective pseudonymity, and one of the few genuine privacy-enhancing technologies that actually exists.

It's just been acquired by Microsoft, including all patents.

It would be nice to think that this means it will become mainstream.

Unfortunately, Microsoft has appalling records in:
-   quality of software
-   quality of documentation
-   privacy
-   enabling interoperability
-   licensing out of patents and software

Only by change in all of those areas could Credentica be used to embed pseudonymity in MS products and to make the tokens and the technique (let alone the software) available to other software providers.

It's impossible to believe that Microsoft would or even could change in all of those areas.

So I regretfully conclude that Stefan Brand's work has been lost to the world.


http://www.credentica.com/
http://www.credentica.com/intro_video.html

http://idcorner.org/2008/03/06/
Microsoft acquires Credentica’s U-prove technology
I am thrilled to announce that Microsoft has acquired Credentica’s U-Prove™ technology, together with all of the underlying patents ...

http://www.identityblog.com/blog.php/

_________________________________________________________

Kim Cameron wrote on Saturday, March 08, 2008 4:25 PM:
>
>I want to make it clear that it is my assumption (and that of mycolleagues) that the Credentia software will be available not only on the Microsoft platform, but on every other.  My record is clear in arguing that identity software is for reaching across boundaries of all kinds, and U-Prove obviously needs to run on platforms from different vendors and be fully interoperable (see http://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf).
>
>I refer people on the lists who are unaware of our previous achievements around identity interoperability and intellectual property issues to <http://www.identityblog.com/?p=574>http://www.identityblog.com/?p=574 and following postings.  All the work I have done on identity is interoperable.  All the protocols and related intellectual property has been made available to everyone without requiring even a license, and the legal mechanism we used to do this (so-called OSP) has been thoroughly vetted and welcomed by the leading open source lawyers and foundations, as well as Microsoft's competitors.  We have been fully transparent in publishing our work as we went along so everyone could see it's evolution and influence it.  If anyone harbours any lingering concerns about OSP, I would be happy to help dispel them.
>
>I am exploring the best way to make the Credentica technology available too.  You will understand that working the details out is "labor intensive" - lawyers are involved ...  My colleagues and I are working on this full speed ahead, and understand the need to be clear about the fact that we will share this technology with the industry and all of society.
>
>I'm not going to respond to Roger's views on the quality of my software and documentation - I pretty much disagree with him, although one can always do better.
>
>But hey, both of us will have the option of using Credentica technology on the platform of our choice, and that's key to a healthy ecosystem and universal privacy.

_________________________________________________________
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'Microsoft Patents Privacy, Offers No Licences'


[Well, not quite.

[But Microsoft claims to have patented the method of informing users if there is a change to the way in which a software provider intends to use personal data embedded in the application, and then prompts them to consent to the change.

[Initial reactions have been, shall we say, uncomplimentary.


Microsoft Gets Patent For Automated Privacy Updates
http://www.informationweek.com/news/showArticle.jhtml?articleID=201805570

Online privacy is expected to become a bigger issue for computer users as more and more applications migrate from the desktop to the Web.

By Paul McDougall
InformationWeek
September 11, 2007 02:42 PM

Microsoft (MSFT) has received a patent for a system that automatically notifies users of its software when there is a change to their application's privacy policies, according to documents released Tuesday by the federal patent office.

The patented system automatically informs users if there is a change to the way in which Microsoft intends to use personal data embedded in the application, and then prompts them to consent to the change. It also prevents the application from accessing the user's personal information or data unless the consent is given.

Online privacy is expected to become a bigger issue for computer users as more and more applications migrate from the desktop to the Web. Earlier this week, Microsoft released a number of updates to its Windows Live platform -- an array of hosted offerings that include e-mail, instant messaging, and blogging applications. Google offers a hosted application package called Google Apps.

Microsoft's new patent also defines ways in which users' individual privacy preferences can be associated with the applications they use, according to documents posted on the U.S. Patent and Trade Office's Web site. The patent, for "Privacy Policy Change Notification," additionally describes a way to automatically check and see if an application's privacy policies have changed since it was last accessed by an individual user.

While the system sounds like a convenience to the end user, some Microsoft watchers are worried the company could use it to browbeat customers into either accepting more relaxed privacy policies are having access to their online applications cut off.

"Imagine if I could stop you from using a desktop app at a moment's notice because of a privacy policy change," noted one poster on the Slashdot Web site.


Supporting Materials
PI's 2007 Privacy Ranking


PI (2007)  'A Race to the Bottom:  Privacy Ranking of Internet Service Companies'  Privacy International, 9 June 2007, at 
http://www.privacyinternational.org/article.shtml?cmd[347]=x-347-553961

Why not Microsoft?

The finding that Microsoft is a better privacy performer than Google is also likely to be contentious. Microsoft was awarded "orange" status, two bands better than Google's position. However it is important, for the sake of clarity, to note that Windows Live Space received the more negative "red" rating, while Google's Orkut avoided a black rating and was awarded red status.

The true difference between Google Inc and Microsoft Corp can be defined not so much by the data practices and privacy policies that exist between the two organizations, but by the corporate ethos and leadership exhibited by each. Five years ago Microsoft could reasonably be described as a fundamental danger to privacy. In more recent times the organization appears to have adopted a less antagonistic attitude to privacy, and has at least structurally adjusted to the challenge of creating a privacy-friendly environment.

It is true that even during this more recent period there have been notable privacy disasters, particularly with WGA. It is equally true that Microsoft has failed to achieve the level of transparency that it proclaims to embrace (for example in withholding the length of time that data is retained). These instances have been compounded by a failure of oversight and management. However Microsoft has at least put in place the beginnings of a framework for responsible privacy practice and has created a corporate vision, cloudy though it may be. The organization appears now to be particularly sensitive in the most part to privacy issues and some parts of Microsoft have even pursued the concept of privacy as a market differentiator. We have no evidence that Google has achieved this level of awareness or development.

However we are aware that – in the words of the executives – "ad space is now the only game in town," and with Microsoft needing to play catch-up with Google there is a real threat that the organization could abandon privacy reforms in favor of ad revenue - or at least divert funds away from real protection and toward PR. The 2008 rankings will identify whether this fear will be realized.


Tabular Entry:

Corporate Leadership
Established elaborate privacy reporting and awareness regime throughout the company. Developed the "laws of identity". Member of Safe Harbour and Trust-e. 

Data Collection and Processing
May combine personal information derived from a spectrum of MS services.  Shares information to partners (subsidiaries,  affiliated companies, trusted businesses or persons).  Permits third party advertisers to deploy cookies. 

Data Retention
No information readily available 

Openness and Transparency
Lacks adequate detail of retention periods, data flows and targeting techniques.  When pushed, has been open about some privacy problems. 

Responsiveness
Improved level of responsiveness to privacy concerns and customer feedback, though continues to be dominated by a PR imperative. 

Ethical Compass 
Privacy has now been embedded throughout all stages of the design process for MS products, though patchy management, oversight and reporting results in notable failures such as WGA. 

Customer Control
Easily accessible and navigable account management pages. Little information available on accessing or deleting hidden data (logs etc). 

Fair Gateways
MS Passport is used across services, though not required for some services and level of 'stickiness' is insufficiently tested. 

Privacy Enhancing or Invading Innovations
Extremely poor privacy design of Windows Genuine Advantage (WGA) and Passport. Strong privacy design and principles in CardSpace. 

Company Initial Assessment
Serious Lapses 

Justification
More information on retention is required.  Policy is too basic despite application to a number of services.  Have embedded privacy into many product and service designs, but terrible track record, including recent WGA debacle.
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Microsoft shifts on web search
The Australian IT Section
Eric Auchard in San Francisco
July 23, 2007
http://www.australianit.news.com.au/story/0,24897,22118845-5013044,00.html

MICROSOFT is moving to protect consumer privacy in web search and advertising and has called on the internet industry to support it.

Microsoft said it was responding to public concern over the recent consolidation of the online ad industry as well as stepped-up interest from government regulators in its call for a comprehensive rather than piecemeal approach to privacy.

"We think it's time for an industry-wide dialogue," Peter Cullen, Microsoft's chief privacy officer, said in an interview. "The current patchwork of protections and how companies explain them is really confusing to consumers."

Specifically, Microsoft said it would make all web search query data anonymous after 18 months on its "Live Search" service, unless it receives user consent to store it longer. The policy changes are retroactive and worldwide, it said.

Microsoft planned to store customer search data separately from data tied to people, email addresses or phone numbers and take steps to ensure no unauthorised correlation of these types of data could be made. It would also permanently remove "cookie" user identification data, web address, or other identifiers.

"Microsoft is going to do a more thorough scrub of customer data once it is too old," said Peter Swire, a law professor at Ohio State University who served as US privacy czar in the 1990s. "Previously, the practice was to do a partial scrub."

As part of Microsoft's push, Ask.com, the web search business of Barry Diller's IAC/InterActiveCorp, has agreed to join Microsoft in calling on the industry to adopt a common set of privacy practices for data collection, commercial use and consumer protection in search and online advertising. Last week, it unveiled AskEraser, a service that will allow Ask customers to change their privacy preferences at any time.
Microsoft's initiatives follow recent moves by Google, the dominant provider of web searches and the company most under fire by privacy advocates concerned at how rapid advances in search technology may pose unprecedented threats to consumer privacy.

Google set in motion industry efforts to limit how long web search data is stored by being first to say it will in the future cleanse personal information from its databases after 18 months. Microsoft is one-upping Google by making its move retroactive.

Google has stepped up its own efforts to reach compromises with European Union and US policy-makers in recent months.

Microsoft said it was taking new steps to notify users how technologies affected them, giving users more specific controls over their privacy and setting tighter limits on how long it kept search data. It will also minimise the amount of data it collects via its "Live Search" and online advertisement targeting services.
"Search, itself, is a relatively new business and advertising-supported search, and the issues it raises, are also relatively new," Mr Cullen said. "You have almost a collision of these two things."

Both Google and Microsoft have faced scrutiny from US and European regulators over their plans to merge with major players in the online advertising industry.

Google is seeking approval to buy advertising services firm DoubleClick for $US3.1 billion ($3.5 billion) , a move analysts said would more than double the number of web users to whom it serves up online ads. Similarly, Microsoft plans to buy diversified ad services company aQuantive, a DoubleClick rival, for $US6 billion. A shareholder meeting to approve the deal is set for August.

The DoubleClick deal, in particular, faces congressional hearings over the potential privacy issues that could arise from the concentration of data about consumer web-surfing habits, buying behaviour and advertising data.

Forrester privacy analyst Jennifer Albornoz Mulligan said the internet industry was feeling the heat from customers who were confused by the many conflicting state and federal privacy policies across banking, retail, advertising and elsewhere.

Most consumers had given up reading the detailed privacy notices contained in footnotes on websites because everyone knew that "you can adopt privacy principles without really doing a great job of protecting privacy", Ms Mulligan said.

Mr Cullen said Microsoft did not believe a one-size-fits-all approach to online privacy could work. It wanted consumers who sought anonymity online to have the power to do so, while giving customers who prized convenience over anonymity the access to a new class of personalised services that depend on user data.

"People want a high degree of personalisation, but they don't want to feel like they are being surveilled," he said.


[Yesterday, 32 July, Microsoft Australia distributed the US document to a few people here.  It's a 1-page document, copy here:
http://download.microsoft.com/download/3/7/f/37f14671-ddee-499b-a794-077b3673f186/Microsoft%92s%20Privacy%20Principles%20for%20Live%20Search%20and%20Online%20Ad%20Targeting.pdf


[My reactions to them yesterday are below:


[What process exists for adapting the Principles, version-numbering and time-stamping them, and ensuring ongoing accessibility of prior versions?

[What consultation process was undertaken, and will be undertaken in the future?

[What form of enforceability do these Principles have?


[Generally, the statement is not strong on specifics and is effectively unenforceable.  But it's early days, and some of the aspects of the document are attractive, and set the bar in a way that challenges other service-providers.


[But 18 months retention is entirely inappropriate.  It sets the bar ridiculously low.  The principle needs to be 'no retention at all without clear association with purpose, and consent'.  Why is identifiable data retained beyond the minimal caching time needed for operation of the search-service?  (My tentative view in relation to *unidentifiable* search-terms is that retention does not raise privacy issues).

[On the other hand, the statements about prominent notice and consent are welcome.  Note, however, that consent has to be all of informed, freely-given (i.e. not coerced), express, revocable and variable:


[And the final para. of the statement completely undermines the potentially positive impact the document appeared to be creating, because:
-   it adopts the lowest norms available;
-   it treats mere industry association statements as being of similar
    consequence to laws and Government-imposed Codes;
-   it fails to identify the specific laws applicable within specific
    jurisdictions, in particular, in this case, Australia;
-   it fails to mention much stronger laws that apply to at least a
    proportion of the services the company provides, in particular European
    laws consistent with EU Directives.

[Particularly in view of the current actions by EU's Article 29 Committee of Data Protection Commissioner's, this makes the document read as thought it is merely an attempt to avoid engagement with that Committee, or even a direct challenge to it.]



[The action by European Data Protection Commissioners is  seriously weak-kneed.

[If the reports are correct, then they appear to have weakened existing protections, by gifting personal data arising from search-engine usage to search-engine operators.

[Rather than continuing the nonsensical argument about *how many months* data should be permitted to be retained, they should have required search-engine operators to delete or comprehensively de-identify the data as soon as it was no longer operationally necessary, i.e. within seconds or minutes, not months.

[But I can't see the relevant documents at:
http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm
http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/wpdocs/2008_en.htm
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From: Roger Clarke 
Sent: Monday, 23 July 2007 3:23 PM
To: Julie Inman (Grant) (LCA); John Galligan (LCA)
Subject: Re: Microsoft Global Privacy Principles Announcement
 
Dear Julie, John
 
Thanks for my copy of your email to an undisclosed list of recipients on Mon, 23 Jul 2007 14:34:17 +1000
 
My quick, personal reactions are embedded.  (They are *not* written as Chair of the Australian Privacy Foundation, and certainly not on the APF's behalf).  They are from the perspective of:
 
     Privacy Statement Template
     http://www.anu.edu.au/people/Roger.Clarke/DV/PST.html
 
Regards  ...  Roger Clarke
 
 
Microsoft's Privacy Principles
for Live Search and Online Ad Targeting
23 July 2007
http://www.microsoft.com/privacy

Microsoft's Privacy Principles for Windows Live Search and Online Ad Targeting represent the continuing evolution of Microsoft's long-standing commitment to privacy.  They build on our existing policies and practices, as reflected in our privacy statements.  They also complement our other privacy efforts, such as the public release of our Privacy Guidelines for Developing Software Products and Services and our work to advocate for strong public policies worldwide to protect consumer privacy, including the APEC Privacy Framework Principles.  Some parts of the Microsoft principles reflect current practices, while other aspects describe new practices that will be implemented over the next 12 months.
 
[No link provided to the 'long-standing commitment ... reflected in our privacy statements'.
[No link to 'our Privacy Guidelines for Developing Software Products and Services'.
 
In addition to guiding our own practices in the areas of Live Search and online ad targeting, we hope that these principles will be even more valuable in helping to advance an industry dialogue about the protection of privacy in these areas.  We also recognize that these are dynamic technologies that are rapidly developing and changing. As such, we will continue to examine and update our privacy approach to ensure that we are striking the right balance for our customers. Microsoft privacy principles for Live Search and online ad targeting include the following:
 
[What process exists for adapting the Principles, version-numbering and time-stamping them, and ensuring ongoing accessibility of prior versions?
[What consultation process was undertaken, and will be undertaken in the future?
[What form of enforceability do these Principles have?
 
-  User Notice. Microsoft will continue to be transparent about its policies and practices so that users can make informed choices. It will regularly update the Microsoft Online Privacy Statement, accessible from every page of each major online service it operates, to maintain transparency as its services evolve or its practices change. This will include an update to its privacy statement to provide more detail about online advertising and search data collection and protection.
 
[As above, what approaches to consultation, adaptation, versioning, time-stamping, and ongoing accessibiliy?
 
-  User Control. Microsoft will continue to implement new privacy features and practices as it continues to develop its online services and offer new controls that help users manage the types of communications they receive from Microsoft. For example, once the company begins to offer advertising services to third-party Web sites, it will offer customers the ability to opt out of the behavioural ad targeting by Microsoft's network-advertising service on those Web sites. Microsoft also will continue to develop new user controls that will enhance privacy, such as letting people search and surf its sites without being associated with a personal and unique identifier used for behavioral ad targeting, and allowing signed-in users to control the personalization of the services they receive.
 
[Although it's not strong on specifics and is effectively unenforceable, it's early days, and as a statement of principle it's attractive, and does set the bar in a way that challenges other service-providers.
 
-  Search Data Anonymisation. Microsoft will implement specific policies around search query data, be explicit with customers about how long the company retains search terms in an identifiable way, and inform people of when and how it may "anonymise" such data. Specifically, Microsoft will make all Live Search query data anonymous after 18 months, unless the company receives user consent for a longer time period. This policy will apply retroactively and worldwide, and will include permanently removing the entirety of the IP address and all other cross-session identifiers, such as cookie IDs and other machine identifiers, from the search terms. It will ensure that any personalised search services involving users choosing a longer retention period are offered in a transparent way, with prominent notice and consent.
 
[18 months is entirely inappropriate.  It sets the bar ridiculously low.  The principle needs to be 'no retention at all without clear association with purpose, and consent'.  Why is identifiable data retained beyond the minimal caching time needed for operation of the search-service?  (My tentative view in relation to *unidentifiable* search-terms is that retention does not raise privacy issues).
 
[On the other hand, the statements about prominent notice and consent are welcome.  Note, however, that consent has to be all of informed, freely-given (i.e. not coerced), express, revocable and variable:
[
[    e-Consent: A Critical Element of Trust in e-Business - Characteristics
[    http://www.anu.edu.au/people/Roger.Clarke/EC/eConsent.html#CChar
 
-  Minimising Privacy Impact and Data Protection. Microsoft will continue to design its systems and processes in ways that minimise the privacy impact of the data it collects, stores, processes and uses to deliver products and services. For example, Microsoft will store Live Search service search terms separately from account information that personally and directly identifies the person, such as name, e-mail address and phone numbers. Moreover, Microsoft will maintain and continually improve protection to prevent the unauthorised correlation of this data. Microsoft will ensure that any service requiring the connection of search terms to individually identifying account information is offered in a transparent way, with prominent notice and user consent.
 
[Although it's effectively unenforceable, as a statement of principle that's attractive, and does set the bar in a way that challenges other service-providers.
 
-  Legal Requirements and Industry Best Practices. Microsoft will continue to follow all applicable legal requirements as well as leading industry best practices in the markets where it operates. Microsoft adheres to globally recognised privacy standards set forth in the Organisation for Economic Co-operation and Development (OECD) and Online Privacy Alliance guidelines, is a member of the TRUSTe Privacy Seal Program, and abides by the Safe Harbor framework set forth by the U.S. Department of Commerce. When it begins to offer advertising services on third-party Web sites, Microsoft will follow applicable Network Advertising Initiative (NAI) Principles.
 
[That list completely undermines the potentially positive impact the document appeared to be creating, because:
-   it adopts the lowest norms available;
-   it treats mere industry association statements as being of similar consequence to laws and Government-imposed Codes;
-   it fails to identify the specific laws applicable within specific jurisdictions, in particular, in this case, Australia;
-   it fails to mention much stronger laws that apply to at least a proportion of the services the company provides, in particular European laws consistent with EU Directives.
 
[Particularly in view of the current actions by Article 29 Committee, this makes the document read as thought it is merely an attempt to avoid engagement with that Committee, or even a direct challenge to it.]

__________________________________________________________

From: "Julie Inman (Grant) (LCA)" <juliei@microsoft.com>
To: Roger Clarke <Roger.Clarke@xamax.com.au>, "John Galligan (LCA)"
	<jogallig@microsoft.com>
CC: Peter Cullen <pcullen@microsoft.com>, "Mike Hintze (LCA)"
	<mhintze@microsoft.com>, Brendon Lynch <brendonl@microsoft.com>
Date: Thu, 26 Jul 2007 07:00:40 +0800
Subject: RE: Microsoft Global Privacy Principles Announcement

Roger:
 
I apologise for the delay in responding but wanted to thank you for your candid and detailed comments on the information we sent you below.  I also wanted you to know that I have passed your comments onto our corporate privacy leaders at Microsoft HQ in Redmond and they found the input valuable. I have cc'd some of them on this mail. As our policies continue to evolve, it is useful to have this feedback as we strive to create stronger privacy protections and enhanced empowerment and choice to consumers.
 
As you rightly pointed out, for the sake of brevity, we did not provide an exhaustive list of the laws and initiatives that may be applicable or which Microsoft may be involved in or adhere to.  Indeed, we believe we have met or exceeded most of the international privacy frameworks including the EU Data Directive and the EU Directive on Data Retention and, in fact, Microsoft’s global policy is based on the EU Data Directive.  We have also adopted some aspects of our policies where other countries set a higher bar – such as restrictions on refer-a-friend e-mail marketing programmes (in US CAN-SPAM Act) or the requirement to respect an e-mail opt-out within 5 business days (Australian Spam Act).  So too, we have been engaged with European Commission officials and Article 29 Working Group members for some time.  For more details on our efforts in Europe specifically, go to our EU Privacy Whitepaper:  <http://www.microsoft.com/downloads/details.aspx?FamilyID=66e299ec-d1b6-426e-9653-95f4b5811b91&DisplayLang=en>http://www.microsoft.com/downloads/details.aspx?FamilyID=66e299ec-d1b6-426e-9653-95f4b5811b91&DisplayLang=en.
 
We took the principles approach because we believe that this is part of an ongoing dialogue and it is important that industry be aligned before we start advocating policies or laws (as you know, this would also be a much longer term prospect).   The specifics of our practices are, and will continue to be, described in our privacy statements – such as the Microsoft Online Privacy Statement (AU version available at <http://privacy.microsoft.com/en-au/default.aspx>http://privacy.microsoft.com/en-au/default.aspx).  Any public representations of our practices – whether in the principles document or in our privacy statements – becomes enforceable to the extent that our failure to follow them would constitute a deceptive trade practice, which are prohibited under the consumer protections laws of most jurisdictions.  Similarly, in jurisdictions that have comprehensive privacy laws, we have an obligation to provide notice on our current practices.  If our practices turn out to be different from those we have described, then we have failed to meet that obligation, and could be subject to an enforcement action on that basis. We would not expect that to be the case as we are committed to transparency and indeed, notice and transparency were listed first amongst the principles launched this week.  As such, we are committed to always providing current and complete disclosures of our practices with respect to the collection and use of personal information.
 
You also asked for a link to our Privacy Guidelines for Developing Software Products and Services, which can be found here:  <http://www.microsoft.com/downloads/details.aspx?FamilyId=C48CF80F-6E87-48F5-83EC-A18D1AD2FC1F&displaylang=en>http://www.microsoft.com/downloads/details.aspx?FamilyId=C48CF80F-6E87-48F5-83EC-A18D1AD2FC1F&displaylang=en.  Our chief privacy strategist, Peter Cullen, launched this paper at the CASS conference in China the week prior to our participation in the APEC Data Privacy Subgroup meeting in Cairns.  Like others, we did engage in the ALRC privacy review and will soon be continuing to engage with the US Congress on the need for comprehensive federal privacy legislation and to this end, have been very vocal about this need.  For more information on this, go here:  <http://www.microsoft.com/presspass/features/2005/nov05/11-03Privacy.mspx>http://www.microsoft.com/presspass/features/2005/nov05/11-03Privacy.mspx.
 
In terms of the 18 month time frame we announced, as you can imagine, this entailed balancing a large range of competing concerns.  We examined very carefully the uses of the search query data that are necessary to operate our Live Search service, and have determined that 18 months of data is required in order to ensure that we are providing users with relevant search results, to protect the financial integrity of our business model including being able to detect and defend click fraud, and to protect the security and integrity of the Live Search service.  For example, in order to detect and protect against security threats such as Botnet attacks, click fraud, worms, and other future threats, it is necessary to create a baseline of normal traffic patterns against which to conduct the analysis.  Because search patterns vary seasonally, it is necessary to look back to the same time the prior year, and several months before and after, in order to create that baseline.  An even longer period would help to provide a more reliable baseline, but we believe that 18 months strikes an appropriate balance.
 
Again, Roger, thanks again for your comprehensive comments.  I hope this response has provided answers some of your questions or that the links at least point you in the right direction in terms of how we’re approaching privacy at a global level.  We believe that this will be a continuing journey so always appreciate constructive feedback to help guide us and inform our approach going forward.
 
Thanks, Julie
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http://www.anu.edu.au/people/Roger.Clarke/DV/APBD-0609.html#RTFToC6
"In November 2005, Microsoft told the Congressional Internet Caucus that it has reversed its position of many years' standing and now supports a robust national privacy law to apply to all companies, on- or offline (Economist 2005)"

[Here's the next step in that line of attack:


Gates calls for new privacy law
By Grant Gross, IDG News Service
http://www.macworld.com/news/2007/03/08/privacy/index.php

Microsoft Chairman Bill Gates asked the U.S. Congress to pass a comprehensive privacy law this year, allowing consumers to control how their personal information is used.

Gates repeated past Microsoft calls for a wide-ranging privacy law during a speech at advocacy group the Center for Democracy and Technology's (CDT) annual gala dinner Wednesday. A comprehensive privacy bill should allow consumers to control their personal data, should provide transparency about what their data is used for, and should notify them when their data has been compromised, Gates said.

Gates said he believes the U.S. can achieve a balance between privacy and protecting the country against terrorists and other criminals. But the balance will not be an easy one to create, Gates said.

While many U.S. residents would say they want as much privacy "as possible," law enforcement needs to be able to track criminals, Gates said. "These privacy issues are not as easy as you might think," he told the crowd.

Gates hinted that some privacy protections can go so far that they become annoying to consumers. He talked about the Health Insurance Portability and Accountability Act (HIPAA), passed by Congress in 1996, which puts strict controls on the release of information. HIPAA too often asks patients to sign documents allowing the release of their medical records, he said.
HIPAA is evidence "we don't always get it right the first time," Gates said. "All I know is I keep signing those forms."

Another balance Congress needs to strike is between emerging technologies and privacy, said Senator Patrick Leahy, a Vermont Democrat and chairman of the Senate Judiciary Committee. Leahy also called on Congress to pass a privacy law.

But a privacy law cannot restrict new technologies, Leahy said. "I don't want to stop the technologies, I want to protect our privacy," he during the dinner. "I think we can do both."

The U.S. government spying on its residents is of particular concern, Leahy said. "I don't want to put a brake on technology, but on what my government can learn about me without letting me know," he said.

Leahy and Gates both said they have great hopes for the future of the Internet. "The Internet is a great tool," Leahy said. "Let's keep it a free tool."

The world is just at the beginning of the potential of the Internet coupled with personal computers, Gates added.

Coming advances in storage, in bandwidth and in user-created content will make the Internet and even greater tool for democratic ideals, he said.

"We're just at the very beginning," he said.
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Microsoft launches HealthVault site for managing medical records, faces concerns over privacy
The Sydney Morning Herald
October 5, 2007 - 9:20AM
http://www.smh.com.au/news/Technology/Microsoft-launches-HealthVault-site-for-managing-medical-records-faces-concerns-over-privacy/2007/10/05/1191091290196.html

Microsoft Corp. launched a website Thursday for managing personal health and medical information, but privacy advocates worry that neither the technology nor U.S. law will protect patients' most confidential details.

From the consumer's point of view, Microsoft's HealthVault site is part filing cabinet, part library and part fax machine for an individual's or a family's medical records and notes.

The free site can store medical histories, immunization and other records from doctors' offices and hospital visits, including data from devices like heart monitors. It is also tied to a health information search engine the software maker launched last month.

Users can dole out access to different slices of their health data via e-mailed invitations to doctors, family members and other people as the need arises.

Microsoft has been kicking around the idea of a health site since at least 2000, when Chief Executive Steve Ballmer described a "health vault" in a speech to financial professionals in New York.

The software maker is not the first to jump into the ring. Across America, groups of providers are starting "regional health information organizations" to share data electronically.

Insurance providers and private companies market their own flavors of patient-controlled storehouses of records, and employers including Wal-Mart Stores Inc. offer such tools to workers.

Steve Case, co-founder of AOL, has launched Revolution Health, an information website that offers a records management tool for paying members, and Google Inc. has indicated it will launch its own service.

Microsoft's Windows operating system runs more than 90 percent of the world's desktop computers, including those in hospitals and doctor's offices. The HealthVault site works with different operating systems and browsers, but Microsoft may have an edge with Windows desktop applications. The company launched one such program Thursday that helps upload data from devices like heart rate monitors.

The HealthVault site itself does not do much more than provide a window into stored information and a mechanism for sharing it. Microsoft hopes hospitals, doctors' offices, advocacy groups and insurance companies will build Web applications that patients will want to use.

The American Heart Association, American Lung Association and other organizations already have applications in the works, Microsoft said. And devices including blood glucose monitoring systems made by Johnson & Johnson will be able to upload data into the system.

Microsoft said CapMed, which already markets personal health record tools, also plans to create an application for HealthVault, as does Kryptiq Corp., whose program will help doctors send and receive information from HealthVault with technology they already use.

Microsoft said it plans to support HealthVault with advertising revenue from the search portion of the site.

In an interview, Sean Nolan, chief architect of the company's two-year-old Health Solutions group, characterized this "beta" launch of HealthVault as an early step into a difficult industry.

For one thing, there is no guarantee any two providers will call the same treatment or lab work by the same name.

Then, many health records are not yet ready to be handled this way. Between 80 percent and 85 percent of doctors in private practice don't keep electronic records, and hospitals aren't much better, according to Lynne Dunbrack, program director of market research group Health Industry Insights. Paper records can be scanned or faxed to create an electronic version.

When it comes to technology, health care is "where other industries were in the 1980s," Dunbrack said.

As the industry increases its use of data sharing, opportunities for privacy violations will multiply, said Sue Blevins, president of the D.C.-based think tank Institute for Health Freedom.

The 1996 Health Insurance Portability and Accountability Act, or HIPAA, gives hospitals, doctors, insurance companies and other related entities access to patients' records without consent for various purposes.

This alone troubles Blevins, but "adding electronic ease just magnifies the problem," she said. Patients need to be able to control their own data, she said.

With HealthVault, Microsoft tried to build in protections from the start, spelling out exactly what data is shared each time the user connects to a new application or gives someone new permission to see a record.

What Microsoft is doing "is very, very good," Blevins said, but she added that she still has concerns about who really owns data that live on Microsoft servers, or what happens to records when someone dies.

While consumers have been willing to send financial details over the Web in spite of identity-theft horror stories, many still consider private medical information too sensitive to put online.

"Financial information is certainly sensitive, but medical information adds another whole degree of concern, when it's HIV test results or information regarding mental health treatment," said Reece Hirsch, a partner at the law firm Sonnenschein Nath & Rosenthal in San Francisco. "There's a lot of emotional distress associated with inappropriate disclosure of that information."

Microsoft's HealthVault isn't subject to many of HIPAA's rules or state medical privacy laws, because it's seen as the digital equivalent of patients asking doctors to fax them a copy of their records. But the software maker must still grapple with whether sharing data exposes it to greater financial risk in the event that hackers get their hands on confidential medical data.

Many state-level security breach notification laws have been passed in the last couple of years, giving identity theft victims the ability to sue companies whose systems are hacked or whose computers are stolen, Hirsch said. The health care industry is just one U.S. sector that's treading lightly as a result.

Some of the best sources of comprehensive health records data, major insurance companies, haven't agreed to build applications that work with HealthVault. But even if Microsoft were able to get providers and insurance companies to feed data into HealthVault, it's not clear consumers will use it.

Dunbrack, of Health Industry Insights, said most people who have access to a way of managing their medical records online do not even know it exists.

"Historically, personal health records have had really pretty abysmal track records," she said.

On the Net:

<http://www.healthvault.com/>http://www.healthvault.com
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Based on his recent tour of Australian capital cities Peter Cullen, Microsoft’s chief privacy strategist, discusses the importance of privacy protection in Australia

As economic success and social value increasingly hinge on protecting personal information, privacy and security are critical issues shaping the progress of technology. Society’s awareness of privacy and security continues to grow as data breaches and privacy missteps are widely publicised and continue to fuel the public debate over the creation of privacy regulations across the public and private sectors. In Australia, the proposed government access card has sparked raging public debate and informed similar dialogues worldwide.

Personally identifiable information (PII) and sensitive financial and corporate data are the currency of today’s cybercriminals. In the US, 30 percent of people report to have reduced their overall Internet use due to concerns about identity theft, and nearly half of US consumers have “little or no confidence” that organisations are taking sufficient steps to protect their personal data (Leap of Faith: Using the Internet Despite the Dangers, Princeton Survey Research Associates International, 2005). Indeed, a study just released this week by the Australian Federal Privacy Commissioner’s Office has found that almost two million Australians – or 10 percent – have had their personal details stolen and used fraudulently by a third party.

While Australian enterprises report fewer incidents of data leakage than their counterparts in the US – this should not be seen as a reason for complacency; in fact, it may largely be an outcome of having less transparency due to the lack of notification laws in this country. The most recent report from AusCERT (Computer Crime and Security Survey, 2006) found the greatest sources of financial loss for businesses involving electronic attack, computer crime, computer access misuse or abuse were due to theft or breach of proprietary or confidential information.

Data threats are constantly evolving, both in terms of technology and behaviour. Globally, we are entering an age where motivation is no longer simply driven by hackers’ bragging rights but also includes mercenary attempts to raid bank accounts and mine databases to on-sell confidential corporate and customer data.

Each new report of a data breach, loss or theft involving credit card numbers, personally identifiable information, confidential business documents or other sensitive records threatens to further erode public trust in the Internet and blunt the growth of online services and commerce.

This has intensified the demands on private enterprises and government agencies to enact stricter accountability and stronger protections around their management of sensitive personal information. Furthermore, the proliferation of Internet usage in businesses of all sizes means this can no longer be seen as a problem only for the ‘big end of town’. But beyond merely helping to avoid regulatory violations or negative publicity, developing an effective data governance strategy is smart for organisations and good for their customers. The potential dividends include smoother processes, better data quality and utility, lower risk exposure, enhanced trust and a more secure reputation.

Successful data governance requires alignment of policies, people, processes and technology at all levels toward responsibly managing and strongly protecting sensitive personal information. In addition to providing a crucial role in implementing a data governance strategy, technology also helps people enable effective processes, implement policies, and comply with desired business practices and regulations.

Within this multi-faceted approach, the technology framework for data governance can be viewed across five main areas.

Secure Infrastructure

In terms of technology, safeguarding and managing sensitive information fundamentally depends on a secure infrastructure that protects against malicious software, hacker intrusions and other pathways to unauthorised disclosure. A solid foundation starts with products and services built from the ground up with security and privacy in mind, and IT providers whose internal development standards include rigorous processes for secure design, coding, testing, review and response.

Software applications and server products need to be capable of helping repel malware, hacking attempts, phishing scams and network-based attacks. They also need to provide continuously updated protection against evolving threats through automatic security updates. Simplified deployment, management and analysis tools can further help IT pros maintain and enhance security.

Identity and Access Control

As organisations handle growing volumes of confidential data, a new and paramount concern is guarding against the risk of a deliberate or accidental data breach. At the same time, the data needs to be readily available to authorised users for legitimate purposes. Reliable identity and access control technologies include authentication mechanisms that verify a user’s identity before allowing them to connect to the IT network, and tools that allow the network administrator to regulate users’ access to system resources and data based on their role or other security-related criteria.

For organisations that exchange personal information with trusted partners and customers across organisational boundaries, a technology framework that supports federated identity management – allowing people to use the same identification criteria to access multiple networks – contributes to data protection.

Data Encryption

Sharing sensitive information across organisational boundaries often requires the data to travel on the Internet, where it can be vulnerable to interception and misuse by unauthorised parties. Building on effective identity and access controls, a technology framework that enables strong encryption of confidential data can greatly reduce the harmful impact of a security breach.

Such capabilities include technology for encrypting files and authenticating users’ access to those files, as well as operating system-level file encryption that can prevent unauthorised access to data stored on a lost, stolen or decommissioned computer. In addition, organisations that conduct sensitive business communications in email can take advantage of technologies that enable employees to send and receive encrypted email from their desktops – without requiring the organisation to install and maintain complex hardware and software on top of its existing systems.

Document Protection

Effective document management is imperative for organisations entrusted with protecting personal information and confidential business data – from the time it enters the organisation until it is safely archived or destroyed. Rights management technologies that apply persistent protection to sensitive data can help safeguard the information by controlling how it is used, retained and modified throughout its life cycle. For example, access to internal documents can be restricted to certain employees and users can be prevented from printing a document, forwarding it outside the organisation, or copying and pasting the text. This type of technology also can allow a document’s creator to embed an expiration date, after which other people can no longer access its contents. The potential value becomes even greater with a technology framework that allows system administrators to set access permissions on a per-user basis, integrate their rights management tools with the organisation’s identity and access controls, and automatically apply rights management principles to data within a document before it is allowed to pass through the organisation’s IT system gateway.

Auditing and Reporting

Compliance with internal policies, government regulations and cosumer demands regarding control over personal information can become a daunting administrative task. Organisations can benefit from systems management and monitoring technologies that help verify that system and data access controls are operating efficiently, and identify suspicious or noncompliant activity.

Administrators also need to be able to centrally monitor how installed applications are being used, which is key to managing software assets and ensuring license compliance. In addition, the framework needs to help organisations reduce IT complexity and control costs by enabling administrators to quickly identify, diagnose and resolve network reliability issues.

Multi-pronged thinking

A major data spillage, security breach or failure to comply with government regulations can have significant long-term implications for an organisation’s bottom line, for its credibility with consumers, and for its brand. The challenge locally is convincing Australian organisations to take protection of data seriously while, unlike many US states and European countries, there are no laws to mandate reporting of data breaches.

Combined with thoughtful attention to an organisation’s policies, people and processes, technology can help lay a strong foundation for a successful data governance strategy.

The five elements of the technology framework described here are worth considering in this multi-faceted approach for businesses of all sizes. No single entity can tackle the privacy challenge alone. Addressing this issue will require broad collaboration among software developers, governments and industry organisations to utilise and promote technology as an enabler of privacy rather than the master of its downfall.


[Can this limited, catch-up approach be extended to encompass: 

•	Support for Multiple Identifiers

People need to sustain their multiple identities.  A single card can support multiple identities, and do so in a secure manner, i.e. preventing any zone from disclosing any data to any device other than one that is accredited to the organisation with whom the particular identity is used.

•	Attribute Certification without Identity

People need to be able to provide strong evidence of various attributes.  In a variety of circumstances, they want to do so without disclosing their identities.  A card can support this requirement, by being reliably associated with the physical person, but designed to disclose only a small sub-set of the information stored on the card.

•	Biometrics without a Centralised Database

Centralised storage of biometric measures is a serious security risk, and a serious distrust factor.  A card can be used to store an individual's biometrics, in such a manner that the person-to-card relationship can be authenticated without the biometric measures being disclosed.  



