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Declaration: 

I am a longstanding member and Director of the Internet Society of Australia, and currently Company Secretary.  I am also a longstanding Board member and past Chair of the Australian Privacy Foundation.  This Submission is, however, in my personal capacity as a member of ISOC. 

Introduction 

I've consulted, researched and published on IT and privacy topics since the 1970s.  My c. 100 refereed articles in the area, which have attracted some thousands of citations, are indexed here: http://www.rogerclarke.com/DV/.  The comments made below draw on that background. 

The focus of my work on IoT to date has been on consumer issues rather than privacy, with the emphasis on commercial factors, security issues, and integrity of the human body.  In my current working paper on consumer protections against IoT, the section on data privacy is just a placeholder, awaiting the time to analyse the issues sufficiently carefully. 

I have accordingly limited my comments to the key question of the conception of privacy embodied in the Draft document.  I have not examined the sections on IoT in detail, and make no comment on them here. 

Privacy 

For a brief summary of the meaning of the term, see Clarke (2006). 

The conception of privacy in the document (pp. 5-6) does not provide an appropriate basis for analysis of IoT's impacts. 

Some key considerations are as follows: 

(1)
Privacy is most usefully conceived as "the interest that individuals have in sustaining 'personal space', free from interference by other people and organisations" (Clarke 1997)
(2)
The term 'privacy' is much broader than 'data privacy'.  There are various typologies, incl. those of Clarke (1997), Finn et al. (2013) and Koops et al. (2016), reviewed in Clarke (2017).


It's particularly important to distinguish the privacy of personal behaviour, because a great deal of the impact of IoT is in that area rather than the privacy of personal data 

(3)
The notion of privacy used in the Draft document derives from the ideas of Westin.  It might be consistent with mainstream thinking in the US, but the proposition that "privacy is really about disclosure" (p.5) would be subjected to derision by observers elsewhere.


The idea is commonplace within the US government, through the FTC.  It is highly permissive, corporation-friendly, and 'good for business', but not for people.  


The US has endeavoured to export this narrow notion to the world via APEC, and is currently again trying to do so through the OECD.  It's had minimal success

(4)
The dominant notion of data privacy is that deriving from the CoE (1981), the EU Directive (EU 1995), and the General Data Protection Regulation (GDPR – EU 2016).


The laws of over 100 countries throughout the world reflect that broader conception, not the US view.  A comprehensive understanding can be gained from Ch. 3, 'Standards by Which to Assess a Country's Data Privacy Laws', in Graham Greenleaf's 'Asian Data Privacy Laws' (2017).  See also readily-accessible versions in Greenleaf (2012, 2014). 

Conclusions 

The summary of IoT's characteristics on pp. 6-13 looks likely to provide a good basis for the development of recommendations;  but the inadequate notion of privacy has an uncertain but possibly very harmful impact on the final section of the document. 

It might be feasible to use the current, narrow conception of privacy to conduct and publish an analysis of 'IoT and Privacy' within the USA only.  That would, however, be to the serious disservice of US consumers, because it risks selling them out in favour of corporate interests. 

If ISOC were to publish this document, as it currently stands, as an international policy document, then, because it projects a specifically US view of privacy:

(1)
any impact that the document had on public policy would risk harm to consumers' interests;  and

(2)
it would be harmful to ISOC's reputation as an international organisation. 
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