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The Internet
That We Want(ed)?
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Things Wanted and Got

Consumer Marketers
• Channels to Consumers
• Market Reach
• Conversion of the Web

from Consumer-Pull
     to Server-Push

• (Pseudo-)Consents from 
Consumers to enable 
prettymuch anything

• Freedom from Regulators

Governments
• Cheaper Service Delivery
• Cost Transfer to Clients

Consumers
• Access
• Excitement

Organised Crime
• Good-Enough Obfuscation
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Things Not Wanted But Got

Moral Minorities
• Content 

that upsets them

Copyright-Dependent Corps
• Content Usage 

that upsets them

Enforcers
• Good-Enough Obfuscation
• Good-Enough Nymity

Organised Crime
• Breakable Obfuscation
• Breakable Nymity

Copyright
2015 4

Things Not Wanted But Got
The User Perspective

Service-Provider Abuse
• Data Exploitation
• Behaviour 

Manipulation
• Lost Protections
• Powerless Regulators

Criminal Abuse
• Device Exploitation
• Data Exploitation
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How the World Sees the Internet
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The Internet Somewhat More Realistically

 

Carrier 
Protocols

Information 
Infrastructure

Services

Application
Protocols

The Web

http

TCP 

Wires, and Not-Wires

IP 

UDP 

Other
Protocols

Other
Services

Other
People

Services

Other
Protocols

Other
Protocols

Services
for Things 

(IOT)

Copyright
2015 7

'Look What They've Done to My Web Ma!'
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'Look What They've Done to My Security Ma!'

• 'Privacy by Design' (PbD) ????

• Insecurity by Design (IbD)
• Consumer Devices are designed to be open 

to exploitation, for the benefit of marketers

• Then came BYOD
• So Consumer Device Insecurity is invited

by organisations inside their firewalls

http://www.rogerclarke.com/EC/SSACS.html#SSC
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Users
Things Not Wanted But Got

Service-Provider Abuse
• Data Exploitation
• Behaviour 

Manipulation
• Lost Protections
• Powerless Regulators

Criminal Abuse
• Device Exploitation
• Data Exploitation
Government Abuse
• Ubiquitous 

e-Surveillance
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https://twitter.com/the_shovel_/status/497519722984792064
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https://www.eff.org/Https-everywhere Copyright
2015 12

 

 

https://www.iab.org/2014/11/14/
iab-statement-on-internet-confidentiality/
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https://prism-break.org/en/ Copyright
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https://freedom.press/securedrop
https://securedrop.theguardian.com/
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https://silentcircle.com/
https://blackphone.ch/silent-suite/
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http://www.cnet.com/au/news/turnbull-says-over-the-top-
messaging-superior-to-insecure-sms-whatsapp-wickr/

http://www.smh.com.au/digital-life/consumer-security/
minister-for-encryption-metadata-avoidance-app-wickr-shoots-to-top-of-charts-

after-malcolm-turnbull-revealed-as-a-fan-20150303-13tgxy.html
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Responses to Insecurity
Message Obfuscation
• EFF's 'HTTPS Everywhere'
• IAB/IETF Encryption as Default
• BlackPhone / PrivatOS / SilentSpace
• Wickr IM

Identity Obfuscation
• PRISM-Break.org
• SecureDrop, GlobaLeaks

Traffic and Social Network Obfuscation
• Tor
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Services

Application
Protocols

Carrier 
Protocols

Information 
Infrastructure

Many Services

Many 
Protocols

TCP, UDP and Alternatives 
esp. Virtual P2P

Wires, and Not-Wires
Not all controlled by Corporations

e.g. Mesh Architectures / Physical P2P

IP versions, and Alternatives

Future Internetworking
After The-Internet-As-We-Knew-It
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